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Introduction

Massively Multiplayer Online Games (MMOGs) are a popular trend in computer gaming today. These games originated from network games in the 1980s (particularly the game MUD by Bartle and Trubshaw in 1979) and were introduced to millions of users with the addition of graphics (such as Everquest) in the 1990s. 

MMOGs use the client-server model: multiple player clients connecting to one server, which arbitrates the actions of the players and returns the results. Many companies have turned to running these servers commercially, based on player subscriptions. The largest game, Lineage in South Korea, has revenues of over 50 million dollars per year1 and the market is predicted to reach $1.2 billion dollars per year by 20042. With peak usage of 140,000 clients (probably on multiple servers), some people have raised the prospect of a distributed peer-to-peer model for an MMOG, where there is no centralized server and the machines communicate amongst themselves.

A Simple Case: Chess

Before examining the details of a multiplayer game, let us examine a simpler case. Suppose we want to write a game of chess for two players. The players take turns moving their pieces on an eight-by- eight board. Two methods of implementing the game present themselves immediately: either the players can send their moves back and forth or they can send the state of the entire board (the ‘game state’) back and forth. In the case of chess, it should not be necessary to send the entire game state because the players take turns, and a player must not take their turn until they receive a move from the other player.

Next, assume that one player wishes to win by cheating. It may not be apparent why someone would want to cheat at chess; rather, it must be assumed at this point to examine the technical details involved. The reasons for cheating in an MMOG shall be examined later.

The cheating player might try to claim that they did not receive a move, but this does them no good because they aren’t supposed to send their move until they receive one. The main way they could cheat is to claim that they received corrupted data, showing a different move than the other player intended. Checksums and other safeguards can reduce the likelihood of such an event, but they cannot be eliminated and thus may always be claimed. 

There is no technical solution to this problem, only a social one as people who make such frequent claims are identified and avoided. The problem with games played over a network is the anonymity available to players, and the difficulty of identifying cheaters and avoiding them. There must be a way to strongly identify players by their network identity, or else the risk must be accepted.

Avatar-centric Virtual Reality

To explain why people would cheat in an MMOG, one must examine the mechanisms that some games use to generate and maintain players’ interest, and thus the fees they pay to the companies that maintain the servers.

The most popular MMOG is the ‘role-playing’ game, where a player controls the actions of a single humanoid being, the ‘avatar’ or ‘character’. The avatar moves around in a three-dimensional space, a ‘virtual reality’ that may be anything from a Tolkeinesque fantasy world to a far-flung science-fiction space colony. The most common actions are exploring, sending messages to other players and fighting, either with computer-controlled opponents or other players’ characters. Some games also allow players to build objects in the game and, sometimes, to write code for the objects’ interaction with the virtual reality.

In many role-playing games, characters have variable, enumerated statistics, such as how fast they can move or how many ‘hit points’ of damage they remove from others in an attack (and how many hit points they can take themselves). These statistics can often be improved by spending time in the game. As players invest more time and effort into characters and these statistics rise to higher and higher values, players become more attached to the characters, both for the time spent and for the greater power their avatars have in the game. This is why the temptation to cheat, to short-circuit the intended patterns of play, becomes so great.

Implementation Issues

An important difference between this kind of game and chess is that it is not turn-based; that is, players do not have to wait on other players to make a move before making one of their own. MMOGs frequently limit the players from immediately executing a long string of moves by enforcing a time delay between moves, but there may still be a mismatch of game states between machines, often a genuine error due to network lag.

The game state of a large three-dimensional space, especially where non-avatar objects can be moved or altered, can rapidly grow beyond the network’s ability to handle the traffic. In this case, the game must rely on the communication of moves only, perhaps with a periodic or partial check of the game state. As noted, the lack of a turn-based system increases the chance of innocent or malicious mismatches of the game state between machines.
Players can log in and out of the game at any time, and the game must account for connections which are suddenly lost. There is often a visible sign that the avatar’s connection has been lost, and they usually cannot be attacked while the connection is down. One problem lies with determining when a connection is down and when it is merely responding slowly; the last attack (or the last few attacks) may be allowed under the assumption that the connection was slow when in fact it was lost. 

To move away from the current centralized client-server model to a peer-to-peer model, there must first be a way for a computer to establish a connection with more than one other computer. If every computer can communicate with every other computer, then there must be one connection for every other computer. Even with a token-ring topology, a computer must be able to communicate with at least two other computers. This connection must be either at the physical layer, with one modem or network card per connection, or at the network layer.

The public Internet was not designed for rapid response times. With 56K dialup modems and broadband satellite connections, response lags of a second or more are not uncommon, making it difficult to implement an action-heavy game. Human reflexes are much faster, thus the game is not an accurate representation of a player’s skill. Implementing peer-to-peer at the physical level could bypass the public Internet entirely and improve response time, but most people do not have two modems and two dedicated phone lines in their homes.

Cheating in MMOGs
Now that the reasons for cheating have been established, the details can be examined. The issue is how to verify that an avatar’s statistics are accurate and have not been altered by the player. One way is to duplicate the statistics and activity logs (used to calculate increases) over multiple machines and query them for the correct value. The issues with this are how to avoid conspiracies of players who all modify their executables to inflate values, dealing with the increased traffic, and the possibility that all machines that might verify the numbers are currently off the network. A hybrid solution might be called for, where the game-space calculations are performed peer-to-peer and the statistics are stored on a centralized server.

Another aspect of cheating is a subjective one, one that goes to the nature of ‘hacking’ itself. Almost any game will possess some aspect of a puzzle. ‘Games’ with only one player are in fact not games at all, but puzzles, and multi-player games will still retain some aspect of a puzzle. Players will be presented with objects of power to which they want to find the shortest route. Avatar statistics increase by formulae, either published to the players or left to be figured out through experimentation. In the midst of all these intellectual challenges, there exists the infrastructure of the game itself, the most complex and compelling puzzle of all. 

It may seem that the line between the puzzle and the computer implementation of the puzzle should be clear, but that is not always the case. Players will often find ways to play the game that the designers never intended. Faced with this event, designers often brand the players as cheaters when the player only sees a clever solution to a puzzle. This is often the motivation for ‘hacks’ to non-game programs as well; a clever solution to a problem or puzzle that presents itself. 

The designer has the choice of either changing the program to remove the clever solution, which may be seen by players as changing the rules in the middle of the game, or leaving it in. If they leave it, both designers and players often resort to moral suasion, branding those who use the solution as ‘hacking’, ‘cheating’, ‘twinking’, ‘being a munchkin’, or ‘ticking’ (from the Street Fighter arcade game where some moves could not be blocked). Value judgments come into play here and the issues are not always as clear as partisans on either side present them. A designer must be aware of these social issues to avoid alienating large sections of their player base.

Conclusion

Massively Multi-player Online Games are a rapidly expanding market in the twenty-first century. They are a place where people can form strong communities, play good games, and have a lot of fun. They also face many complex issues, and creating a peer-to-peer solution only solves some of them, as well as creating unique problems of its own.
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